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a) What are the key values that individuals, organizations, and countries should 
support, protect, foster, or prioritize when working together to address digital 
issues? 
Digital issues could be issues in legal instruments, treaties, codes of conduct, partnerships, 
forums. These digital issues are dependent on the generation  - The generations are named as - 
builders, baby boomers, Generation X, Generation Y, Generation Z and Gen Alpha (Gen Alpha 
have been born into an era of record birth numbers, and there are around 2.6 million of them 
nationally. When this generation is complete, in 2024, Generation Alpha births will total almost 5 
million over the 15 years from 2010, compared to 4 million births of the Baby Boomers for the 19 
years from 1946) 
 
While addressing the digital issues. 
 
Individuals, organisations and countries should  
support values of all generations.  
protect values of generations - builders, baby boomers, Generation X, Generation Y, Generation 
Z  
foster values of generations especially of Generation X, Generation Y, Generation Z, Gen alpha. 
prioritise values of generations - especially of gen alpha, Generation Z while addressing the 
digital issues. 
 
– foster empowerment of users through technology (equity) 
– Improving efficiency and harnessing user experience 
– Interoperability  
– user- centric Collaborations between donors, governments, NGOs, development community  
– Demonstrating cost-efficiencies in information sharing 
– Reducing burden of data collection: more harmonization from donors and government on 
reporting requirements to reduce reporting burden on civil servants 
 
Priority :  encourage digital innovation in MIC's and LIC's 
 
Human rights (Universal Declaration and the ICCPR) 
Online freedom 
Gender (gender equality/balance) 
Religious 
Culture 
Collaboration  
Resilience 
Social justice and equality 
Gender equality 
right to privacy. 
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inclusion for everyone in the society 
SDG Target 9.C  
cyber security as a global value 
Trust, security and integrity. 
1. Community centric 
2. Transparency and Accountability 
3. Participatory 
4. Inclusivity: 
5. Constant learning and knowledge sharing 
 
to promote diversity 
commonly-agreed ethical standards and practices 
integrity in the network, distributed power, recognize value as an incentive 
Tolerance, respect and understanding  
Equality of all citizens–Basic human rights and freedoms 
Inclusive sustainable development 
Transparency 
Focus on community and social good 
Universal access to Internet 
Responsible digital transformation 
Secure and resilient people, institutions and processes 
User-centric digital identities 
Trust 
Reliable data innovation 
Public-private partnerships :  

- Transparency 
- Citizens engagement 

 
Transparency and Openness:  

- Understanding the technology and 
- its implications is the key to better decision making ex : blockchain 
- Inter-generational participation 
- Tolerance 

Infrastructure :  
- neutrality, reliability, security and legal certainty 

Cooperation :  
- Participatory and inclusive 
- Responsive 
- Flexible 
- Respecting human rights and fundamental freedoms 
- long-term sustainability. 
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- Evidence-based 
- Transparent 

 
universal benefit from digital technologies. protecting and realising other rights. 
need for inclusiveness.  
Effectiveness and  legitimacy of solutions  cooperation itself, rather than individual or national 
solutions. 
Inclusiveness and trust  
Transparency 
Accountability 
Responsiveness 
Social Good by technology, innovation & Social networks 
the values of free speech, respect for fundamental human rights, security and protection of 
information and intellectual property, inclusiveness, and sustainability to realize the full potential 
of the digital economy for economic development and social prosperity. Further, we regard a 
holistic, whole-of-society approach as the most effective means of ensuring that these values 
inform policy development. 
Internet Universality (IU).   ROAM principles (Rights, Openness, Accessibility and 
Multistakeholder participation).  
Responsibility – at every scale from the UN, through governments and companies, down to 
individuals, Respect , transparency, privacy, security, universalism, do no harm.  
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What principles should guide stakeholders as they cooperate with each-other to 
address issues brought about by digital technology? 
Core principles of 2030 Agenda - access to information , Access to internet and digitalisation , 
Access to updated and reliable information  
Best cyber security practices and regulations 
User at the centre (including marginalized communities, women, small business entities, and/or 
civil society participants from developing and/or Global South regions) 
Collaboration 
Respect individual options 
Multistakeholderism and regional cooperation 
Bottom-up, community driven decision, Open, participative, consensus-driven 
Solution-oriented 
Transparency 
Accountability 
Inclusiveness and equitability (Zero Data poverty baseline) 
Enable meaningful participation 
Affordable and meaningful access for all 
Innovation  
Cultural and linguistic diversity 
Address participation at all levels 
Recognise and support both distributed governance structures as well as the need for more 
coordinated cooperation: 
Abide by the respective roles and responsibilities outlined in the Tunis Agenda. 
enabled for everyone 
digital inclusion can address their needs,  cost-effective infrastructure  
quality information for the people  
net-neutrality.  
Competence and Capacity building for the user groups, especially for the ones who are 
marginalised and often invisible.  
Sustainability and Long-term Orientation of the operators are necessary with balance in 
consumption of storage. 
Sound Financial Management of the private sector operators in accordance to accepted global 
accounting standards.  
Human rights, Cultural Diversity and Social Cohesion  
Accountability through mechanisms promoted by National policies. 
Universality  
stakeholder partnerships  
Data exchange standards 
Binding measures for state behaviour (use existing articles introduced by UN, NATO, OSCE, 
etc.) 
fair  regulation of  the use if ICT, especially in critical infrastructures, networks and systems 
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Standardization and certification throughout the supply chain to guarantee secure products.  
Goal oriented PPP 
Adequate grievance redressal mechanisms and systems. 
Preserving freedom of opinion and protecting it – Broader dissemination of development goals – 
International cooperation to reduce the gap between peoples and bridge intercultural bridge, 
openness and respect for privacy and data protection 
Non-discrimination  
‘Do no harm’ (DNH) 
GAHI’s data ethics platform, described below, is an example of this approach. 
Collective action, linked to collective learning in 
–Responsible digital transformation 
–Secure and resilient people, institutions and processes 
–User-centric digital identities 
–Trust 
–Reliable data innovation 
Youth inclusion into digital development discussions at a local, national and international level. 
Good governance and fair competition = balances these different interests - transparency, 
inclusion, equality, leadership, international cooperation and respect for different cultural norms. 
Beyond that, having single dominant actors should be avoided. As with blockchain governance, 
decentralized governance needs a balanced distribution of power. 
The multistakeholder model, as continually strengthened and evolved, will serve our shared 
interest in a stable and sustainable Internet. Business identifies the following principles as vital to 
the success of a collaboration on Internet-related issues: 
Functionality, security, stability and resiliency of the network 
Policies must ensure a safe, secure, open, interoperable, resilient,seamless and sustainable 
Internet. A safe and secure Internet will enhance confidence and trust in the Internet and policies 
should support implementation of best practices in relation to network security. 
Cross-border flow of data and information 
Business stresses the need and importance of cross-border data flows to the functioning of the 
digital economy and continued achievement of information and knowledge societies. While 
business recognises the need to comply with local laws, including those on privacy and 
security, they should be consistent with established trade rules and human rights. 
Improving and strengthening participation in the Internet governance process.  The quality of 
Internet governance decisions increases when more and diverse stakeholders actively and 
consistently participate. Participation of developing countries should be increased and improved. 
reject simple responses which do not take account of side effects. 
Guaranteed access to technology through -  
1) Shortening infrastructure’s last mile 
2) Making big data work for small firms. 
3) Provision of skills 
Inclusion and transparency, collective intelligence. 
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* the promotion of civil discourse, human dignity, and individual expression; 
* the elevation of critical thinking, reasoned argument, shared knowledge, and verifiable facts; 
* the catalysis of collaboration among diverse communities working together for the common 
good. 
Empowered Digital Citizenship based on defined digital Rights and Duties is fundamental for 
preserving integrity in cyberspace and preserving it as a place for sustained social and 
economic progress. This is especially true at a time where the Internet of Things, (IoT), and 
Artificial Intelligence, (AI) will be  producing, gathering and using a tsunami of persons, entity and 
government data. 
solutions – ranging from AI, mobility, robotics, blockchain and cloud to both be effectively 
implemented and to deliver end results to everyone. Among others, these principles should 
include: 1) Systematic exercising of critical thinking; 2) Democratization 3) Using a 
believability-weighted idea meritocracy  
Bridgewater Associates’ principles, 
Resiliency in evolution 
ROAM principles of Accessibility to all and Openness, inclusivity encapsulates the need to 
overcome barriers to accessible participation and to dedicate sufficient funding  
and capacity-building efforts  
balance between intellectual property rights and the right to enjoy the public domain 
Reduce & eliminate unsustainable patterns of production & consumption  
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How can these values and principles be better embedded into existing private 
and/or public activities in the digital space? 
 
Interoperability and coordination on data architecture. A common ground could be created to 
accommodate everyone values and principles by combining the existing private and/or public 
activities in the digital space and come out with one global values and principles 
 
International cooperation and multistakeholder approaches in addressing digital challenges exist, 
but need to be consolidated and norm-based. Collaboration is widespread in international 
institutions, companies, governmental bodies, among civil society, and in existing internet 
governance processes.  
 
close collaboration with local people by digital feedback,qualitative feedback  
 
Embedding specific values and principles into routine practices of existing private and/or public 
activities in digital space could be done through institutionalising a periodical review process or a 
due diligence procedure. 
 
Instalment of a verifiable quality management system such as ISO 9001, or other effective 
periodic review processes by the stakeholders and interested parties, the role and contribution 
of civil society organisations should not be overlooked. 
 
 'digital cooperation' charter. Specifically, through the implementation of the above referred 
principles into laws and cooperation frameworks. 
 
Trust and voluntary measures through discussion in cybersecurity: 1) ontology/semantics and 
2) creating more awareness about the problem of the Internet, underlying technology, 
vulnerabilities, modus operandi of cyber criminals, geo-strategic realities, power politics, etc. 
 
strengthening the capacity of existing stakeholders and institutions by better integration with 
communities, fosters ownership, and leads to the formation of sustainable processes of civic 
engagement, participation and governance. Ex : self help groups SHG’s 
 
 While there are planning and operational tools to practice the DNH approach through new 
systems, platforms and efforts must be initiated and sustained. UNCT and the UN agencies. 
Schools and Universities should also be made important institutions around which, the 
discussions to embed values and principles into activities are taken place. Young entrepreneurs 
will embed value and principles into activities around their startups. 
 
It is of paramount importance to ensure planning and design stages take into account values 
and principles.  
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More concretely, we must recognise that in both the private and public sectors, financial value is 
a primary driver of action.  -Citizen education, Compliance agreements, Ethics codes, Citizen 
and business self-regulation 
 
These values and principles can be embedded into private and public activities in the digital 
space through application of the international human rights framework and a multistakeholder 
framework. 
 
For states, ensuring that any legislation or policies, as well as other state actions, relating to the 
internet and other digital technologies is consistent with international human rights law and 
standards through distributed policymaking model based on the cooperation of key actors and 
stakeholders.  
 
Agreed Chart of cooperation between stakeholders especially in Public-private partnerships 
encompassing  
–Transparency 
–Citizens engagement 
-UN leadership 
 
The most basic and perhaps only principle that we have succeeded in accepting is that the 
Internet is a shared responsibility of the ‘multi-stakeholder’ community which created, uses and 
maintains it.  (World Summit on the Information Society 2003 –2005 and WSIS+10, 2015).  
 
A better coordination between different public sectors to ensure private actors to get a minimum 
amount of money which permits economic equilibrium. a PPP would include: 
i) International donors and local governments  
ii) Operators funding the continuation of the initial capital investment and excluding capital; 
iii) Self -entrepreneurs  
 
By using practical examples 
 
By meaningful consultation processes, and full assessment of the impacts of any decisions 
proposed and taken (not just economic, but also social and environmental) through 
Multi-stakeholderism and interdisciplinary approach. 
 
By updating the definition of information that should be a considered a global public good, and 
willingness to defend and extend the coverage  
 
actors of the business ecosystem may benefit from fully embracing change by: 
– Valuing and embracing data and technology; 
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– Being open to new partnerships; 
– Taking calculated risks; and 
– Creating trust by actively living and implementing these principles, In a decentralised, 
self-organised manner, local communities convene, advocate, and rally attention in various 
ways. By improving dedication, the motivation, and the commitment of staff,  volunteers, and the 
many supporters across the world to inspire in moving from principles to cooperation.  
 
Through a global community of innovators united around a shared vision for a better world in 
2030  
 
By allowing for a shift in the Digital Arena, from management to leadership by defining digital 
rights or embraced empowered digital citizenship 
 
By encouraging  assessment of a country’s digital environment- the notion of “digital 
constitutionalism”-  by UNESCO’s ROAM principles: the Internet Universality Indicators 
framework - includes 303 indicators for 6 categories (Rights, Openness, Accessibility to all, 
Multi-stakeholder participation, Cross-cutting indicators, and Contextual indicators), 25 themes, 
and 124 questions. Embed Internet Universality in practice.  
 
A coherent approach. Due diligence of legislation, business models, treaties, contracts, user 
agreements w.r.t. the agreed set of common principles (for digital issues) with  contact point for 
evaluating principles. 
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How do the stakeholders you are familiar with address their social, economic, and 
legal issues related to digital technologies? How effective or successful are these 
mechanisms for digital cooperation? What are their gaps, weaknesses, or 
constraints? How can these be addressed? 
Global Blockchain Business Council  
The Partnership for Maternal Neonatal adolescent and Child Health  
Internet Light network architecture  
DigI-project 
DEF has been implementing the SoochnaSeva (SS) (trans. Information Service) programme 
since 2014 with support from Qualcomm and the European Union. aided by the MeraApp (trans. 
My App) . 
 DEF’s Chanderiyaan project with Wireless for Communities (W4C) 
IEEE Standards Association (SA), SSIT, SIGHT and TechEthics, FANG (Facebook, Amazon, 
Netflix and Google) should adopt and respect these standards.The Special Interest Group on 
Humanitarian Technology (SIGHT), is an IEEE program, established by the IEEE Humanitarian 
Activities Committee (HAC),  The IEEE TechEthics program, HDCA (Human Development and 
Capabilities Association) , Open Community for Ethics in Autonomous and Intelligent Systems 
(OCEANIS) - created a cross-disciplinary approach to address social, economic, and legal 
issues related to digital technologies by bringing these actors together. 
UNGGIM, ECOSOC’s thematic groups has been a huge success in developing the networks 
through declarations like Moganshan Declaration (United Nations World Geospatial Information 
Congress), 2018 and Mexico Declaration at UNGGIM HLPF, 2017. 
UNESCO Chair in ICT4D 
 IGF and best practice forum on gender, the ICANN process, as well as the national mechanism 
of KICTANet  
WHO in 1987 called for a re-orientating of resources in health. this has now hit community level 
in NZ and is enabling a change of thinking. if this was not done, we would be still in the 'old 
model'. 
SME Competitiveness Outlook 2018  
libraries and their patrons in line with the UNESCO Public Library Manifesto 
Mozilla 
 
Effective and Successful :  
through workshop, meeting, online campaign.  
need more people to be involved to make them effective.  
by building consortiums, educating the business leaders by emphasizing that investment in 
social causes (i.e., good societal impact) is good for their businesses as well, and making 
decisions by consensus, while also involving the people. Frequent conferences, open meetings 
and establishing shared goals 
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engendered cohesive engagement and cooperation at all levels of governance. SS has 
constraint in developing a relationship of cooperation with the government in convincing the 
relevant government officials of actual need on the ground that a proven and sustainable model 
like SS  
successful cyber strategy is that the strategy is SMART (Specific, Measurable, Achievable, 
Realistic and Timely). The strategy must be followed by an implementation plan and roadmap, 
Scenario based cyber exercises. Weakness - third party breaches. 
Private sector performing risk assessments and impact assessments when designing or 
refining their products, services and applications; development of company policies and 
processes; conform to the legal and regulatory environments in which they operate; 
Complementarity 
Digital Entrepreneurs as Thought Leaders to encourage digital Citizenship in enterprises and in 
the private sector.  
 
Gaps and Weakness : 
 
One state has consistently used its power and influence to further its own geo-political and 
geo-economic agenda, in particular by blocking or derailing discussions in UN organizations.  
Mitigating the polarizing effects of  new technologies are particularly challenging, as these tend 
to privileged individualism and in a sense isolation, to the common view and collective action.  
media have been one of the first categories affected. Disruption for the newspaper industry 
could arrive from search engines and for the cultural industry from Consumer electronics 
competitors. 
 
– a failure of trust; 
– a failure of appropriate planning; 
– a failure to deliver on commitments; 
– self-interest rather than an interest in the well-being of the poor; and 
– a failure of leadership. 
– lack of knowledge about effective partnership delivery 
– lack of cultural understanding and awareness 
– excessive arrogance, and lack of humility 
– failure to establish what stakeholder interests really are 
– lack of transparency and openness 
– focus on economic growth rather than reducing inequalities Solutions :  
– enhanced education about digital technologies 
– improved training of government officials and politicians, partnership building and cooperation 
– widespread public debate and involvement in decisions over digital future 
 
related to governance structures, that afford constraints around the capacity for organisations 
whether public or private to make sustainable changes. 
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Experimenting with developing liminal spaces that can bring 'unusual suspects' together to 
afford an opportunity to create new governance structures. 
 
not effective because multiple partners are running similar initiatives that do not complete the 
value chain. 
 capacity of libraries themselves, possibilities for libraries – and their users – to engage in 
decision-making on digital issues. 
 
 
Solutions :  
– Allocate resources for IT and communications 
 – Adopt technologies and train personnel;  
– Provide tailored solutions to SMEs 
 – Form partnerships with platforms offering digital commerce, logistics and e-payment 
services; 
– Signal trustworthy partners and technologies;  
– Signal which standards are important; and 
– Represent SME interests in negotiating with digital platforms and communicating with 
regulators. 
 
vocational education and training providers follow this action plan to anticipate, act and adjust: 
– Facilitate adoption of technology, especially among women, youth and SMEs in remote 
locations, and anticipate needs for skills;  
– Identify ‘gazelles’ (firms with high growth potential) and involve 
them in training;  
– Decide which new skills to teach; and 
– Anticipate and provide relevant skills that make people confident about the future. 
 
National quality organizations can adopt international standards and recognize competent 
testing authorities outside of the country, while also participating in regional and inte 
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Who are the forgotten stakeholders in these mechanisms? How can we strengthen 
the voices of women, the youth, small enterprises, small island states and others 
who are often missing? 
The forgotten stakeholders are often the underserved and the marginalised, especially women, 
youth, and persons with disabilities, elders (By the year 2035 the number of older persons aged 
65 and above will outnumber the number of youth under the age of 18 in the world) , retired, low 
income expats, refugees, indigenous and isolated communities, out of school youth and 
children, the LGBTIQ community; rural dwellers, start-up NGO, state without independence or 
land. The extent of disparity or exclusion of these groups will however vary or depend on 
context, including national or cultural context. 
 
Solutions :  
Acknowledge the diversity of “forgotten stakeholders,  
Address participation at all levels, Insert more granularity into the multistakeholder approach, 
Consider intersectionality 
AAdhar system 
introduction of IDN-compatible solutions in the Internet world of domain names  
Through the media and the allocation of websites to receive the voice of young people and 
women as well as the elderly. 
There already are enough global platforms and initiatives to strengthen the voices of women, the 
youth, small enterprises, small island states and others. The success of these existing 
platforms to connect the afore-mentioned stakeholders to technology and digital issues need to 
be ensured through the same mechanisms, which created and sustained them, by linking them 
to the new mechanisms.  motivating more women to get involved in the political process and 
encouraging them to higher political positions will ensure that their voices are heard and 
appropriate new policies are formulate and enacted, and bridge the existing digital gender gap 
allow faith based organizations , social entrepreneurs and schools to be active mechanism 
entities in reaching them and give them a voice. 
 SMEs are a critical part and must be included actively.  
promote transparency and accountability of decision-making processes and mechanisms so 
that underrepresented stakeholders have the necessary information to be involved.  
sensitivity to the multiple barriers that can inhibit participation. consider the broader legal and 
regulatory framework which shape opportunities for participation in decision-making processes.  
Awareness and training on outreach to under-represented groups and commitment to their 
inclusion and participation should consider how their capacity can be built and how they can be 
included in processes in the medium- and long-term through multi-pronged approaches. 
Citizens as partners with citizens-centred approach 
Improving involvement of Civil society(IGF is a mechanism through which their voices are 
expressed; social media platforms can be used; and we should draw on the experience of those 
who have deep working knowledge of their needs and wishes, such as civil society 
organisations) 
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Dispute resolution and grievance redressal mechanisms should be adopted and implemented in 
order to solve the challenges of Massive Online Micro-Justice 
cut-back on the number of events relating to digital technologies and improvement in virtual 
meeting technology; substantial efforts at capacity development 
Reducing the gender-abuse online, it is necessary to build  and update media and information 
literacy skills into education systems, to strengthen users’ ability to define, access, manage, 
integrate, communicate, evaluate and create information safely and appropriately through digital 
technologies and networked devices for participation in economic and social life 
Promote the opportunities which Internet/digital access and use open up for children in order to 
exercise their rights (eg. to privacy; to seek, receive and impart information), while also 
protecting them from harm.  
The Internet Society (ISOC) developed an Ambassadors Program to enable talented young ICT 
professionals to participate in the IGF. ICANN, for its part, is committed to providing necessary 
resources to invest in a sustainable community. The Community Regional Outreach Program 
(CROP) helps to underwrite the participation of individuals from developing countries and 
under-served areas in one of the three ICANN meetings per year.  
To strengthen the voice of older persons and their respective control - Platforms designed for the 
use of ageing populations with appropriate font, layouts and interactive tools so that the older 
person will be able to participate more easily 
Worldwide it is estimated that approximately 250 million fewer women than men are online. 
However, initiatives for increasing women’s participation in online trade, such as the Equals 
partnership and ITCs “SheTrades” does exist. 
Libraries are well positioned to strengthen the voices of the marginalised. 
Digital platforms encourage the participation of disadvantaged groups, such as women 
entrepreneurs, physically-challenged entrepreneurs.  Freely accessible animations, audio, video 
channels are tailor made for groups that can experience stigma in their relationship with the 
health care system 
The SME Competitiveness Outlook 2018 identified the following trends in terms of women’s 
usage of digital platforms:–  
Procedural obstacles to trade that women often face can be reduced through increased use of 
digital single windows;  
Women-owned firms are relatively more active in e-commerce than in traditional trade; 
Mobile money solutions have allowed women in some countries to overcome traditional barriers 
to accessing finance. 
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What new or innovative mechanisms might be devised for multi-stakeholder 
cooperation in the digital space? 
 
 
National ICT strategies or integration of ICTs for development in poverty reduction strategies (in 
the past) and, more recently, national cybersecurity strategies. 
 
Collaborative models for regulation, such as the proposed Social Media Council referenced by 
UN Special Rapporteur David Kaye in his report on online content moderation and regulation to 
the Human Rights Council in  June 2018. McKinsey estimates that retailers could realize a 60% 
increase in their operating margins through the smart use of big data.  Big data can provide 
companies and governments with a basis for multi stakeholder cooperation operating much 
more efficiently and effectively. 
 
Mechanisms to include non-governmental voices in intergovernmental spaces that deal with 
critical issues like the security and stability of the internet and cyber conflict, such as the Group 
of Governmental Experts (GGE) and the Open-ended Working Group (OEWG) of the UN’s 1st 
Committee. 
 
“Social Essentials” to help quantify the impact of social marketing (push based marketing, 
relevant geographically-targeted messages) efforts between stakeholders  according to the 
demographic and behavioral composition of a brand’s social media audience, while also 
providing the reach and frequency of social brand impressions. Crowdsourcing and social 
networks.  
 
Collecting analytical data about the user behavior and network usage through AI and machine 
learning techniques can be very useful to attract the stakeholders and encourage them to 
collaborate.  
 
blockchain is already being utilized in education and healthcare through Distributed Ledger 
Technology (DLT) to improve interoperability and data security, falling under the category of 
supply chain management, which means collaboration amongst the stakeholders. 5G and 
Beyond 5G networks, because of their superior performance and applications in the IoT and 
healthcare, are well positioned to create new opportunities for all types of industry verticals. 
 
(UiO)’s Basic Internet Foundation, The Centre for Global Health we have developed digital 
health promotion, and established the prototype of as Village platform under yeboo.com -  for 
digital empowerment for most of the SDGs. 
 
Regional cooperation with like minded states - in particular more Investment into cyber security 
and reducing showrooming while cooperating. 
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Advertise or share information inclusively, Offer funding, targeted accuracy of cookie’s to 
underprivileged, those with disabilities and women and children. Offer school programmes within 
the teaching syllabus. Rich media, is on large decline due to high production cost of rich media 
ads causing a shift to other formats, especially video where a 30-second TV commercial can be 
easily repurposed into a 15-second online ad at a minimal cost. Hence improving cooperation. 
 
World-Wide Web Digital Transformation Laboratory should be created - bridge between youth, 
peoples and cultures. 
 
Innovative dispute resolution mechanisms should be developed that shall ensure that access to 
e-justice is granted in the digital environment, knowing that access to traditional justice may not 
be sufficient and adequate. 
 
Some existing partnership and cooperation good practices are noted below.  Geldof et al (2011) 
noted 5 broad factors as being important in successful ICT4D partnerships, and these also 
apply for any kind of cooperation in the digital space  
 
UNESCO’s Internet Universality framework - A 21 indicators have been designed to assess 
multi-stakeholder participation, one of the components of the four ROAM principles, and seek to 
facilitate useful and diverse participation of all stakeholders with a legitimate interest in shaping 
the development of policy relevant to the future and functioning of the Internet. 
 
the OECD’s Committee on Digital Economy Policy (CDEP) recognizes stakeholder participation 
from government members, business, the technical community, and civil society. It is critical 
that issues raised by emerging technologies, such as Artificial Intelligence (AI), are informed by 
rigorous evidence-based analysis and perspectives of a range of business and other 
stakeholders.  
 
The ITU’s work serves as an important complement to entities like the IGF and OECD.  
 
To empower themselves, all stakeholders are invited to engage and partner with the Center for 
empowered Digital Citizenship.  
 
Developing 'liminal spaces by activating -  
– breaking with convention– recognising true 'edges' are needed 
– small is beautiful 
– lone creative genius is nonsense, however we need collections of kind mavericks ! 
– innovation is a social process that travels through time 
– intelligent understanding of how to make the macro-micro real 
– intelligent understanding of span across the micro / macro as we act 
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Platforms need to be created for broader coalitions of partners –between development agencies 
and private sector partners for scaling up and providing economic sustainability. For instance, 
ITC’s SheTrades initiative aims to connect 3 million women entrepreneurs and women-owned 
businesses to international markets by 2021.  
 
The 2030 agenda of the U.N. General Assembly does not set a goal for Internet policy but rather 
notes in Resolution 71, Article 15, the spread of information and communication technology and 
global interconnectedness  
 
One innovative mechanism is the Global Citizens' Debate on the Future of Internet which is a 
global process of deliberative democracy aiming at engaging thousands of ordinary citizens and 
hundreds of organized interests in 100+ countries of the world. stakeholders like the European 
Commission, the German Government, The Swiss government, the Wikimedia Foundation, the 
Web Foundation, the Mozilla Foundation, the Internet Society, etc. Results of the Debate will be 
presented during IGF19, Berlin. 
 
BRAC –it is the largest NGO partnership in the world and it has transformed transparency of 
worldwide aid from bottom-up 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



Manohar Velpuri 
Chairman/Director  

Absolutum Consultancy Private Limited 
Industry 

India 
What are the challenges faced by stakeholders (e.g. individuals, Governments, the 
private sector, civil society, international organizations, the technical and academic 
communities) in these areas? 
growth and scale-up participation, capacity building and developmental goals, at the same pace 
of the fast rate at which Internet is growing.  
 
The mapping of internet-related public policy issues reveals a complex and vast ecosystem of 
public policy issues 
 
 
For civil society, the deadlock between governments with regard to cooperation and coordination 
is particularly challenging.  
 
dominance of private companies, and the attempts to use WTO and free trade negotiations to 
cast that dominance in stone. 
  
 
separation into domains and responsibilities results in a lack of the basic digital infrastructure 
and affordable access to information. Though finances are available, there is very little 
cost-benefit analysis of an action 
 
 
digital literacy and the lack of education, including the ability to comprehend, 
 
insufficient mapping of the older populations in terms of their capabilities, health status and 
financial security.  
 
Ageing population 
 
new level of transparency can be delivered independent of the willingness of the relevant 
stakeholders to offer such transparency.  
 
A challenge and an opportunity is to reward/incentivise dataowners/generators of data (they 
themselves as well as their devices) to more/better monitoring or data sharing in general. 
 
Lastly, we see a thus far insufficiently explored link between technology/digital innovation and 
political feasibility. Distributed ledger technologies, for example, offer new levels of transparency. 
This in turn may provide new levels of trust and transparency, which in turn may lead to 
changes in political feasibility. 
 
Human capital with the necessary skills and expert knowledge to handle cyber attacks.  
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restrictive and ambiguous public evaluation of policy implementation.  
 
inclusive development and closing the digital gap. Media, and in particular, public service media 
have as mission to create, maintain and develop inclusive societies, ensuring the social 
cohesion among citizens and their dialogue with the institutions that represent them. 
 
Waiting for a transformation of the whole society, into a new one where education will become a 
life-long learning experience, only responsible media could provide solutions to bridge the gap in 
the short and in the medium term. 
 
Many media are working in this direction and a lot of best practices exist and could be easily 
replicated around the world. 
 
lack of data  and asymmetric knowledge -  
protection of human rights online, particularly of children, women and marginalized communities 
 
digital trust and security - digital projects encounter and embody all of the institutional and 
systemic limitations of the world in which we operate. 
 
Digital cooperation implies system to system integration – and integration strategies come with 
substantial costs.  
 
The funding environment in which digital operates within development and aid is not fit for 
purpose 
 
privacy’ and ‘security’ are seen as two values which must be traded off against one another. 
Under such a framing, any efforts to increase security invariably necessitate a reduction in 
individual privacy.  
 
Advances in technology are key enablers of the authoritarian resurgence; they are leading to a 
fundamental reshaping of the relationship between citizen and state. implications for democratic 
governance and civil society activists around the world. 
 
legal uncertainty - Fair use and other copyright exemptions often not respected by big internet 
platforms. 
 
privacy, transparency, security, cross-border data flows, free flow of information, market 
development, protection of intellectual property, creativity and innovation.  
 
Intensified competition 
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Potential oligopolistic behaviour of digital platforms. 
 
Market power concentration by digital platforms.  
 
Fair vs Fake media promotion of reality 
 
prisoner's dilemma [everyone is in silos,and not talking] 
mistrust [of everyone and everything] 
 
Digital labor may replace human labor, and human labor that is not able to effectively intersect 
and interface with digital labor and robots will suffer.  
 
Data –One of the biggest challenges in today’s digital economy concerns data flows. 
 
Gender divides: Children:  
– competition for market share 
– failure to listen to the needs of "the other" and especially the poorest and most marginalised 
– inadequate leaders and champions 
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What are successful examples of cooperation among stakeholders in these areas? 
Where is further cooperation needed? 
 
World Bank collaboration with the International Space Agency, Google and other agencies to 
use predictive analytics to predict famine in sub-saharan Africa. 
 
The African School on Internet Governance (AfriSIG), convened most recently for its sixth 
edition in October 2018 in Zanzibar, Tanzania 
 
The Global Multistakeholder Meeting on the Future of Internet Governance (NETmundial) was a 
breakthrough event held in São Paulo, Brazil in April 2014  
 
The Internet Governance Forum (IGF), as an annual event with international/regional processes, 
best practice forums and intersessional spaces, is critical to bringing together key stakeholders 
in the digital sphere in physical and digital spaces for collaboration.  
 
 Internet Rights and Principles Coalition  
 
 Global alliance for Sustainable business models supporting “Internet lite for all”. 
 
DigI.BasicInternet.no project with 11 partners from 7 countries is an example of cooperation of 
stakeholders in the health area, bringing digital health promotion out at Information spots in 
villages in Tanzania.  
 
PPP between 6 Federal German States and Bitkom (association of IT industry). Alliance for 
Cyber Security in Germany. ZITiS  
 
 
Children programming across Europe (such as CbeebC, for BBC, are already conceived in a 
safe way (privacy by design in most of the case) and contains only materials that are suitable 
for a young audience. 
 
STAMPEDE (@SDGsTechAccelerator), non-profit Startup that engages at the policy level, as 
well as the practical community level, to end future inequality created through technology.  
 
Digital Library of America total book 
 
Global Health Media Project is currently collaborating on a solution to the challenge of digital 
inclusion and empowerment. “Internet Lite for All” provides all members of a community with 
free access to information on the Internet.  
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Non- discriminating Access for Digital Inclusion (digi.basicinternet.no)—in rural Tanzania.  
 
Multi-stakeholder examples :  
•        The Global Commission on the Stability of Cyberspace (GCSC) 
•        The Global Forum on Cyber Expertise (GFCE) 
•        The GPD Framework for Multi-stakeholder Cyber Policy Development  
•        The Internet Governance Forum, WSIS 
•       Freedom Online Coalition Working Group on an “Internet free and secure” which developed 
through a multistakeholder process 
 
Initiatives of ICANN, ITU, ISOC, IETF, W3C, GCCS, UNESCO, OECD, WIPO  
 
The SheTrades Initiative provides a platform for stakeholders to work together through both 
global support and in-country interventions.Global support:ITC, through SheTrades, collects 
gender-disaggregated data (e.g. Non-tariff barrier surveys, EU surveys, SheTrades Outlook).  
Export Digital, a Swiss platform that provides market analysis,information is an example of 
valuing data and technology.  
 
EDB eMARKETPLACE, a platform developed by the Sri Lanka Export Development Board, 
helps firms showcase and sell their products and services online.  
 
The Malaysian Electronic World Trade Platform (eWTP), set up by the Malaysian Digital 
Economy Corporation in partnership with Alibaba, offers services encompassing e-commerce, 
logistics, cloud computing, mobile payment and talent training.  
 
Development of the "Marco Civil da Internet"  
Digital security incident response teams, including networks  
EU Cyber Security Month 
Internet and Jurisdiction Network 
Multistakeholder National and Regional cybersecurity confidence building experiences and 
efforts  
Multistakeholder convenings including the RightsCon Summit Series 
Internet Freedom Festival 
Multistakeholder Approaches to National Cybersecurity Strategy Development 
UN Action Plan for Safety of Journalists 
UNESCO Internet Universality indicator process 
United for News Coalition 
 
The Coalitions for Empowered Digital Citizenship (C4EDC) is implementing a global network of 
regional and national centers.  In collaboration with the private sector several activities will take 
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place to establish the curriculum in Europe   2019 will also see the start of the inter-regional, 
(US-EU-Ch), Dialogue Series “Rights and Duties in a Digital Economy”. 
 
 
OECD’s 2013 Privacy Framework, APEC's Cross-Border Privacy Rules system, National 
Institute for Standards and Technology (NIST) Framework  
 
NePAD e-Schools Project in Africa a decade ago 
 
Global dispute resolution system was successful in the setting up of the Uniform Domain Name 
Dispute Resolution Policy which is a global dispute resolution system which is available to solve 
certain types of disputes about Internet domain names.  
 
The 2030 Agenda - UN SDG’s 
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What form might cooperation among stakeholders in these areas take? What 
values and principles should underpin it? 
 
 It would be useful that while exploring other areas of digital cooperation that are not related to 
Internet governance, to learn from the historical lessons in this field and to consider their 
important notions of multistakeholderism and whether the Internet values and 
principles can also be applied to other technologies. 
 
The distributed nature of cooperation (and governance) in the digital sphere is a strength. It is a 
challenge for those who want and need to participate, but also creates more opportunity for such 
participation. Where more “centralisation” and coordination is needed is at the level of agreed on 
principles and values, on the one hand, and, on the other hand, strengthening of the IGF as a 
process and space that is linked to the UN system, but with the flexibility and inclusiveness that 
comes from being bottom-up and inclusive. 
Human rights, sustainable development, social justice and equality should always be foremost 
as values and principles that underpin cooperation. 
 
 
We encourage the United Nations to promote the freemium model for access as enabler for the 
SDGs, and build a global alliance to foster the framework. Such a framework needs examples 
of collaboration, including governments providing incentives, telecom operators enhancing their 
network coverage, the Internet society providing supporting Internet Lite, academia and NGOs 
providing educational, health, agriculture and entrepreneurial content. 
 
There is not one particular form for cooperation, but rather a large range that needs to be tailored 
to a specific use case/cooperation. 
 
Greater international cooperation on data governance at the global level, promoting an 
international cooperation mechanisms on global data governance. looking at setting internally 
agreed principle of data sharing and data privacy in the digital age.  
 
 
through the Internet and means of social communication, which should be under the slogan "all 
live in one world" in the call for the Union and save the world from violence and climatic 
phenomena and multiple crises, most notably economic and extremism. 
 
joint initiatives such as Hackathons, humanitarian tech exhibitions, seminars, conferences, and 
project implementation at community levels. 
Cooperation amongst stakeholders in these areas must support, protect, foster, and prioritize 
values and principles underlying the SDGs. 
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both the GFCE and the GSCS provide examples of how multistakeholder cooperation can 
support the development of innovative solutions to commonly agreed challenges. 
These values and principles should also be applied to multilateral mechanisms. For example, 
the establishment of mechanisms within multilateral spaces like the United Nations (UN) can 
also draw on these examples. The establishment of a UN Group of Governmental Experts and 
an Open Working Group on “Advancing Responsible State Behaviour in Cyberspace” in 
November 2018 provides an opportunity. 
 
In order to promote digital cooperation as well, governments should adopt national cybersecurity 
security strategies which clearly outline their plans for international cooperation on cybersecurity 
issues. In order to support the adoption of user-centric cybersecurity standards, all stakeholders 
should support the adoption of privacy by design principles for the processing of all types of 
personal information. These principles should be incorporated and implemented by states 
through comprehensive data protection legislation. Widespread adoption of strong and 
comprehensive data protection legislation can also promote digital cooperation by harmonising 
legal frameworks. 
 
 
Cooperation, with openness to participation, enables stakeholders to better carry out their roles 
and responsibilities because it ensures transparency, awareness, responsibilities, and 
accountability, of addressing different facets of a public policy issue. Multi stakeholder 
processes create procedures whereby there is automatic consultation with all stakeholders on 
Internet-related public policy issues, in particular entities impacted by the results, responsible for 
the implementation, or part of what the policy impacts 
 
SheTrades  - can stimulate a cooperation with  increased participation and greater awareness.  
 
governments agreeing to reduce and harmonize ‘’Right of Way’’ cable charges, more 
transparency from private sector and government,  adherence to international conventions by 
governments.  
 
The NIST Cybersecurity Framework provides a policy framework of computer security 
guidance for how private sector organizations in the United States can assess and improve their 
ability to prevent, detect, and respond to cyber-attacks in a proactive manner. 
 
promote the freemium model for access as enabler for the SDGs, and build a global alliance to 
foster the framework. 
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IV. Do you have any other ideas you would like to share with 

the Panel 

Creating a common mission and best praxis for digital access in rural and under-connected 
areas globally, will build the basis for sustainable development and business take-up in these 
areas. 
 
The basis for digital innovation for development of Africa is the freemium (free & premium) 
model for access to the Internet. Free access to information "Internet lite" is seen as an enabler 
for digital literacy, participation and empowerment.  
 
Scenario based cyber exercise (Cyber War Game) to identify the inherent vulnerabilities and 
define measures to be implemented.  
 
greater international cooperation on data governance at the global level, promoting an 
international cooperation mechanisms on global data governance. looking at setting internally 
agreed principle of data sharing and data privacy in the digital age.  
 
A website where young people from all over the world write articles and listen to what they want, 
so that the site will serve as a bridge between youth, peoples and cultures. 
 
Global Alliance for Humanitarian Innovation (GAHI)  is an open, global, values-based network 
whose members are committed to improving the humanitarian system through innovation and 
collective action.  
 
“Information Spots” in every village together with the Freemium model of access provided 
through “Internet Lite for All”.  
 
The panel needs to understand that those of who wants change can have a very difficult time 
doing so, that there is an aspect of dependency yet there is obstinance from the individuals who 
are in the right position to create that change. Even those who want change can have the same 
characteristics. There needs to be an influx of exchange citizens and international training, 
notjust short courses, but long exchanges. 
 
Artificial Intelligence (AI)  
In the long run, efficient tools for distributed governance will have the biggest effect on the 
international community.  
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UN STI Forum for 'multistakeholder' digital cooperation which is a cooperative basis for all 
science, technology and innovative sustainable development in our digital age. 
 
- AI foundations 
- Intelligent apps and analytics specifically targeted to women, elders. 
- Intelligent things 
- Digital twins 
- Cloud to the edge 
- Conversational platform for stakeholders 
- Immersive experience of stakeholder platforms 
- Distributed ledger of governance. 
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V. Please provide your numbered references or links to additional reports/documents here. 

https://www.intgovforum.org/cms/documents/igf-meeting/igf-2016/takingstock/779-apcinputtoigfr
etreat-july2016/file 
Home Page of our collaboration partner Basic Internet Foundation: BasicInternet.org•DigI 
«Non-discriminating access for digital inclusion» project: DigI.BasicInternet.no•Presentation of 
key messages from the  
https://fr.unesco.org/creativity/sites/creativity/files/12igc_inf10_en.pdf 
http://www.undp.org/content/dam/norway/undpogc/documents/UNDPOGC_Media_conflict%20r
oundtable%20background%20paper.pdf 
https://digitalprinciples.org/ 
UNSGs Strategy on New Technologies 
https://unleash.org/ 
UN Human Rights Council Resolutions 
•        Report of the United Nations High Commissioner for Human Rights on the right to privacy 
in the digital age (2014) 
•        Report of the United Nations High Commissioner for Human Rights on the right to privacy 
in the digital age (2018) 
https://www.un.org/sustainabledevelopment/blog/2016/08/on-international-day-un-says-youth-ca
n-lead-global-drive-for-a-more-sustainable-future/ 
Young Leaders for the SDGs. (n.d.). Retrieved from 
https://www.un.org/youthenvoy/young-leaders-sdgs/ 
International Trade Centre (2018). SME Competitiveness Outlook 2018: 
https://g20openletter.org/ 
https://a4ai.org/www.waigf.org 
OECD Privacy Guidelines —http://www.oecd.org/sti/ieconomy/privacy-guidelines.htmAPEC 
Cross-Border Privacy Rules system —http://cbprs.org/OECD 2015 Digital Security Risk 
Management for Economic and Social Prosperity 
—http://www.oecd.org/sti/ieconomy/digital-security-risk-management.htmNIST Cybersecurity 
Framework —https://www.nist.gov/cyberframework 
List of relevant UNESCO publications: 1. Final draft of UNESCO’s Internet Universality 
Indicators framework (October 2018): 
http://unesdoc.unesco.org/images/0026/002658/265830e.pdf  
The work of the UNESCO Chair in ICT4D https://ict4d.org.uk 
Tim Unwin, Mark Weber, Meaghan Brugha and David Hollow (2017) The future of learning and 
technology in deprived contexts, London: Save the Children International, 51 pp. 
https://resourcecentre.savethechildren.net/sites/default/files/documents/the_future_of_learning_
and_technology.pdf 
For evidence, debate and examples of digital technologies and education developed for UNICEF 
see: 
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– The dark side of using ICTs in education 
https://unwin.wordpress.com/2018/07/19/the-dark-side-of-using-icts-in-education/ 
- Submissions by fellow colleagues to this panel. 
 
 

 


